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NO.1 Which statement is true for email processing pipeline in Cisco Email Security Appliance (ESA)?
A. VOF (Virus Outbreak Filters) scanning is done before Graymail scanning

B. Anti-Spam scanning is done before Anti-Virus scanning

C. Content filters are used before Message filters in ESA pipeline

D. VOF (Virus Outbreak Filters) scanning is done at very beginning of the work-queue part of email
pipeline

Answer: B

NO.2 If a packet capture is taken between ISE and an endpoint to capture an EAP-TLS session, you
will be able to see:

A. Certificates from ISE and the endpoint

B. Certificates from ISE only

C. Certificate and associated private keys from endpoint only
D. Certificate and associated private keys from ISE only
Answer: A

NO.3 Which attribute cannot be used in Mobile Device Management (MDM) Authorization policy?
A. DaysSinceLastCheckin

B. MDMServerName

C. NetworkAccess:EAPChaningResult

D. DeviceRegistrationStatus

E. MDMServerReachable

Answer: C

NO.4 Which five next-generation features are available on the Cisco NGFWs compared to traditional
stateful firewalls? (Choose five )

A. Net Flow Analytics

B. IPS

C. Advanced Malware Protection
D. TLS Decryption

E. Security Intelligence

F. Identity and Access Management
G. URL Filtering

Answer: B,C,D,E,G

NO.5 Which Cisco NGFW interface mode can detect intrusion attempts inline but can't drop
malicious traffic inline?

A. Transparent
B. inline Pair
C. Inline Tap
D. ERSPAN

E. Passive
Answer: C

400-251 Deutsch, 400-251 Prifung, 400-251 Zertifizierung
https://de.fast2test.com/400-251-premium-file.html



https://de.fast2test.com/400-251-premium-file.html

400-251 Prifungsfragen Prifungsvorbereitungen, 400-251 Fragen und Antworten, CCIE Security Written Exam (v5.0)

NO.6 ISE can be integrated with an MDM to ensure that only registered devices are allowed on the
network, and use the MDM to push policies to the device. Devices can go in and out of compliance
either due to policy changes on the MDM server, or another reason. Consider a device that has
already authenticated on the network, and stays connected, but fails out of compliance. Which action
can you take to ensure that a noncompliant device is checked periodically and re-assessed before
allowing access to the network?

A. Fire-AMP connector scan can be used to relay posture information to ISE via FireAMP cloud

B. Enable Change of authorization on ISE

C. The MDM agent automatically disconnects the device from the network when it is noncompliant
D. Enable Period compliance checking on ISE

E. The MDM agent periodically sends a packet with compliance info that the wireless controller can
be used to limit network access

F. Enable change of authorization on MDM
Answer: B

NO.7 Which of the following Policies belongs to cisco Web Security Appliance policy types?
A. SSL Inspection Policy

B. Routing Policy

C. DNS Policy

D. VOF Policy

Answer: B

NO.8 Which are three similarities between containers and virtual machines? (Choose three)
A. private space for processing

B. cannot mount file systems

C. public interface

D. private network interface and IP address

E. share host system kernel

F. allow custom routes

Answer: AD,E

NO.9 Refer to the exhibit.
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R3
ip vrf mgmt
|

crypro keyring CCIE vrf mgme
pre-shared-key address 0.0.0.0 0.0.0.0 Key Cisco
|
crypto isakmp policy 33
ancr 3des
authentication pre-share
group 2
lifezime 6co
crypto ipsec transform-ses site_ab esp-aes 256 esp-sha-hmac
mode tunnel
|
crypto ipsec profile site_a
sat sacyurity-association lifatime saconds €oo
set transform-set site_ab
|
Crypto gdoi group group_a
idenzity number 100
server local
rekey algorithm aes 256
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rekey lifetime seconds 300

rexey retransmit 10 number 3

rekey authentication mypubkey rsa cciekey
rekey transport unicast

58 ipsec 1

profile site_a

mazch addre

L IpVE SITe D
- - _ =1 - i - - ]
repiay counter window-size b
no tag

address ipv4 10.1.20.3

nterface GigabitEthernets
ip address 10.1 20 .3 255.255.255.C

p access-list extended site_a

permit ip 162168 0.0 0.0.255 255 162168 0.0 0.0.255.255

R3is the key server in a GETVPN VRF-Aware implementation. The group members for the site_a
register with key server via interface address 10.1.20.3/24 in the management VRF "mgmt". The
GROUP ID for the site_a is 100 to retrieve group policy and keys from the key server The traffic to be
encrypted by the site_a group members is between 192.186.4.0/24 and 192.186.5.0/24. The
preshared key used by the group members to authenticate with the key server is "cisco”. It has been
reported that group members cannot perform encryption for the traffic defined in the group policy of
site_a. Which two possible issues are true? (Choose two.)

A. incorrect encryption in ISAKMP policy

B. incorrect encryption traffic defined in the group policy

C. The registration interface is not part of management VRF "mgmt"
D. incorrect security-association time in the IPsec profile

E. incorrect password in the keyring configuration

F. The GDOI group has an incorrect local server address

Answer: B,C

NO.10 Which statement is correct about Cisco Web Security Appliance (WSA)?
A. WSA policies can be configured using GUI interface only

B. WSA can have only one routing table

C. WSA can not decrypt HTTPS traffic

D. WSA does not offer out-of-bound Management capability

Answer: A

NO.11 Which of the following statements is true about Cisco Email Security Appliance (ESA)?
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A. Private Listener has only RAT Table
B. Private Listener has only HAT Table

C. Cisco Email Security Appliance cant have Management and Data traffic bound to the same port
(physical/ or virtual when we speak about VESA)

D. Private Listener always has HAT and RAT tables
Answer: B

NO.12 Which tool or program is a version control system?
A. Git

B. Travis Cl

C. Logstash

D. Jenkins

E. SmartC

Answer: A
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