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NO.1 Exhibit:
Channel: Auto “

Mode: Up to 54 Mbps \/

Security Options

(:} None
(@ WEP

) WPA-PSK [TKIP]

Review the exhibit and identify the type of vulnerability or attack that is commonly used against this
technology.

A. code-injection

B. password cracking
C. phishing

D. denial-of-service
Answer: B

NO.2 What is the result of deploying virtualization in your data center?
A. increased hardware capital costs

B. increased host provisioning

C. reduced operational costs

D. reduced security threat

Answer: C

NO.3 From which resource can a Palo Alto Networks firewall get URL category information for URLs
whose categories cannot be found on the firewall?

A. PAN-DB database
B. App-ID database
C. PDF file

D. WildFire
Answer: A

NO.4 Which two types of SaaS applications are allowed by an IT department? (Choose two.)
A. certified

B. sanctioned

C. unsanctioned

D. tolerated

Answer: B,D
Reference:
https://www.paloaltonetworks.com/cyberpedia/saas-security

NO.5 Match the Palo Alto Networks Wild Fire analysis verdict with its definition.
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Benign Drag answer here malicious in the mtent and can
pose a security threat
Grayware Drag answer here does not pose a direct security
threat
Meifiviia Drag answer here does not exh'ibit_a malicious
behavior
Answer:
Hers does not exhibit a malicious [ malicious in the intent and c:an_m
enign : :
behavior pose a security threat
Grayware | | 90€s not pose a direct securiy ' does not pose a direct security
threat threat
Mal malicious in the intent and can does not exhibit a malicious ]
AL pose a security threat behavior
Reference:

https://docs.paloaltonetworks.com/wildfire/8-0/wildfire-admin/wildfire-overview/wildfire-
concepts/verdicts

NO.6 Which Palo Alto Networks technology safely enables business use of mobile devices by
providing a unique solution to manage the device, protect the device, and control the data?
A. GlobalProtect

B. Traps

C. AutoFocus

D. WildFire

Answer: A

Reference:

http://www.paloguard.com/datasheets/globalprotect.pdf

NO.7 Identify a weakness of a perimeter-based network security strategy to protect an
organization's endpoint systems.

A. It assumes that every internal endpoint can be trusted.
B. It cannot monitor all potential network ports.

C. It assumes that all internal devices are untrusted.

D. It cannot identify command-and-control traffic.
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Answer: A

NO.8 Which network method securely connects two sites across a public network?
A. router

B. VLAN

C. VPN

D. switch

Answer: C
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